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Lecture 2
Cloud for Software Engineers
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Content

e General course related matters
* Recap of DevOps

e Tutorial on cloud and virtualization
(SW engineering and business point of view)
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General course related matters
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Numbers & statistics

 Combine list from Sisu and Plus: 68
* Of which cancelled 4
* Sign-ups in plus: 63
* In Sisu now 45 confirmed, 15 rejected
* Responses to initial questionary: 45 (still time left)

* Less people than expected outside Tampere at the moment
* Most students prefer remote work
* Less people have full time work than last year
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Communication

* Fast messages: email
* |f you have not received, let me know

e Static info: plussa

* Sisu is updated seldom, if ever.
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A Job opportunity

* The Rudolf Oy is a new innovative company offering ground breaking digital

product for managing sales, tracking the sales activities and making sales
strategies out of market information gathered by using the tool. Despite our short
history we have already customers amongst the biggest brands in the world.
Currently we are developing new front end to our application with JS React.

In the position we are offering, you will become part of new innovative SaaS-
solution company and member of dynamic team pursuing to create the most
efficient and usable solution for tracking modern day sales work. You will work in
cooperation with talented development team of our technology partner. You will
build and develop our product, a SaaS tool for sales management. Your job will
include, for example, improving the functionality and quality of the product,
creating entirely new features from scratch, user interface design, testing, and
might also include customer specific projects. With us you will work with
technologies such as JavaScript (React) and MongoDB.

+358 40 5585 787 | tuomas.harkonen@therudolf.com
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Video material

]B Introduction to DevOps [)

Course staff

i Participants
iZ Groups

& All results

ol Visualizations
# Edit news

£ Edit course

OPS PROBLEM NOW


https://csrc.nist.gov/publications/detail/sp/800-145/final

CD Tampersenylopsts Homeworks

* Wall of confusion ?
* Benefits and challenges ?

WORKED FINEIN®
DEV_jJ T8
= )

.."‘ ’ 4 N
| wd

* Missing skills ?

e cross-disciplinary collaboration
between software development
and IT operations ?

.
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DevOps practices

* Organizational
* increased scope of responsibilities for developers;
* intensified cooperation between development and operations.

* Technical
* automation,
* monitoring
* measurement
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(there are several definitions)

* Lucy Lwakatare:

* DevOps is a concept that embodies a cultural and mindset change that is
substantiated with a set of practices to encourage cross-disciplinary
collaboration between software development and IT operations within a
software company. The main purpose for the collaboration is to enable the

fast release of quality software changes while simultaneously operating
resilient systemes.

* From a socio-technical perspective, DevOps practices are focused on the
automation practices of software deployment and infrastructure
management, specifically automation of configuration management and
monitoring.
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Business Development Operation

Business Development
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Introduction to “cloud”
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Agenda

* History and motivations

* Definitions

* Categories: laaS, Saas, Paa$S

* Business and SW development perpective

* Technical perspectives in Operating Systems and Cloud Platforms
courses
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Our perception?

Different interpretations
* It is somewhere in the cloud and controlled by a “big brother”

* We do not need to buy our computing hardware anymore
* Cool technology to play with

* Accessible from anywhere

e Other
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https://www.dataversity.net/brief-history-cloud-computing

* ”|n its early stages, the Cloud was used to express the empty space between the end
user and the provider. In 1997, Professor Ramnath Chellapa of Emory University defined
Cloud Computing as the new

‘computing paradigm, where the boundaries of computing
will be determined by economic rationale,
rather than technical limits alone.””

* |In 1999, Salesforce became a popular example of using Cloud Computing successfully.
They used it to pioneer the idea of using the Internet to deliver software programs to
the end users. The program (or application) could be accessed and downloaded by
anyone with Internet access. Businesses could purchase the software in an on-demand,
cost-effective manner, without leaving the office.
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Case salesforce

* From https://www.salesforce.com/:

WHAT IS SALESFORCE?

Salesforce is a suite of
web-based CRM
applications that help
you find, win, and keep
customers. Learn more.


https://www.salesforce.com/
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https://www.computerworld.com/article/342774
1/a-brief-history-of-salesforce-com.html

“The way the story goes is that Marc Benioff was floating in the sea just off Big
Island in his beloved Hawaii during a sabbatical when he thought:

why can't buying software be as a simple as
Amazon is for consumer goods?

This line of thinking eventually led to Benioff and a team of developers
pioneering the software-as-a-service (SaaS) model by delivering its
customer relationship management (CRM) software

over the internet on a per seat, per month payment plan,
instead of deployed on-premise servers under
a hefty licensing agreement.”
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* Forerunner of web-based retail services.

. Uhsed onl)y 10% of their computing capacity capacity (which was commonplace at
the time).

* The Cloud Computing Infrastructure Model gave them the flexibility to use their
computer’s capacity much more etriciently.

* Soon after, other large organizations followed their example.

* In 2006, Amazon launched Amazon Web Services, which offers online services to
other websites, or clients.

* Another of Amazon Web Services’ sites is the Elastic Compute Cloud (EC2),
allowing individuals to rent virtual computers and use their own programs and
applications.

* Now (2020!) selling computing capacity to others (AWS business) brings about
half of the operating income (source: https://press.aboutamazon.com/news-
Lellleasc)es/news-release-detaiIs/amazoncom-announces-first-quarter-sales-17-597-

illion
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* Also in 2006, Google launched the Google Docs services.

* Based on two separate products,
* Google Spreadsheets (acquired from 2Web Technologies, in 2005) and
* Writely (Google purchased Writely)

* In 2007, IBM, Google, and several universities joined forces to
develop a server farm for research projects needing both fast
processors and huge data sets.

e 2007 was also the year when Netflix launched it’s streaming video
service, using the Cloud, and provided support for the practice of
“binge-watching.”
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Story continues

* IBM
* Smart Cloud
* |IBM Cloud (formerly IBM Bluemix and IBM SoftLayer)

 Microsoft
* Azure

e Office 360
* Apple
* |Cloud
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) emeeeenyioniso —— Exgmple SaaS: Adobe Creative Cloud

(http://www.paulpehrson.com/2011/04/11/adobes-new-software-as-a-service-

model/)
Product Full
Deagh $1899
Premium
Web Premium $1799
Prodqctlon $1699
Premium
Master
Collection 22599
Photoshop S699
Illustrator S599

19.03.2018

Upgrade*

$399
$399

$399

$549

$199
$199

TIE-21100/21106; K.Systa

SAAS**

595
$89

585

$129

$35
$29

Months to
justify initial
investment***

20
20

20

20

20
20

29
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Towards definitions

Peter Mell; Timothy Grance (September 2011). The NIST Definition of Cloud Computing

(Technical report). National Institute of Standards and Technology: U.S. Department of
Commerce. doi:10.6028/NIST.SP.800-145. Special publication 800-145.
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* Watch the video and remembering the content,
what does this picture bring to your mind?

Read NIST definition of Cloud Computing:
https://csrc.nist.gov/publications/detail/sp/800-
145/final

and prepare to discuss the Course

five essential characteristics — A COMP.SE.140
what examples you have W Course materials
personally experienced il Exercise results

those Video material

Course staff

i Participants
iZ Groups

& All results

ol Visualizations
# Edit news

£ Edit course

OPS PROBLEM NOW
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Essential characteristics 1/2

* On-demand self-service. A consumer can unilaterally provision computing capabilities,

such as server time and network storage, as needed automatically without requiring
human interaction with each service provider.

* Unilaterally?
* Without human interaction?
Broad network access. Capabilities are available over the network and accessed through

standard mechanisms that promote use by heterogeneous thin or thick client platforms
(e.g., mobile phones, tablets, laptops, and workstations).

 What does the heterogeneous platforms mean in practice?
Rapid elasticity. Capabilities can be elastically provisioned and released, in some cases
automatically, to scale rapidly outward and inward commensurate with demand. To the

consumer, the capabilities available for provisioning often appear to be unlimited and
can be appropriated in any quantity at any time.

 What if scaling is not automatic?
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Essential characteristics 2/2

* Resource pooling. The provider’s computing resources are pooled to serve multiple
consumers using a multi-tenant model, with different physical and virtual resources
dynamically assigned and reassigned according to consumer demand. There is a sense of
location independence in that the customer generally has no control or knowledge over
the exact location of the provided resources but may be able to specify location at a
higher level of abstraction (e.g., country, state, or datacenter). Examples of resources
include storage, processing, memory, and network bandwidth.

* Why is this essential?

* Measured service. Cloud systems automatically control and optimize resource use by
leveraging a metering capability at some level of abstraction appropriate to the type of
service (e.g., storage, processing, bandwidth, and active user accounts). Resource usage
can be monitored, controlled, and reported, providing transparency for both the provider
and consumer of the utilized service.

e Why?
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Service models

Infrastructure as a Service (laaS). The capability provided
to the consumer is to provision
processing, storage, networks, and other fundamental
computing resources
where the consumer is able to deploy and run
arbitrary software, which can include operating
systems and applications.

The consumer
does not manage or control the underlying cloud
infrastructure but
has control over operating systems, storage, and
deployed applications; and
possibly limited control of select networking
components (e.g., host firewalls).

Examples?
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Service models

Platform as a Service (PaaS). The capability provided to the
consumer is to
deploy onto the cloud infrastructure consumer-
created or acquired applications
created using programming languages, libraries,
services, and tools supported by the provider.
The consumer
does not manage or control the underlying cloud
infrastructure including network, servers, operating
systems, or storage,
but has control over the deployed applications and
possibly configuration settings for the application-
hosting environment.

Examples?
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Service models

Software as a Service (SaaS). The capability provided to
the consumer is to
use the provider’s applications running on a cloud
infrastructure.
The applications are accessible from various client
devices through either a thin client interface, such as
a web browser (e.g., web-based email), or a program
interface.

The consumer
does not manage or control the underlying cloud
infrastructure including network, servers, operating
systems, storage, or even individual application
capabilities, with the possible exception of limited
user-specific application configuration settings.

Examples?
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The examples are discussed next week

* Homework: come with examples
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Deployment models

* Private cloud. The cloud infrastructure is provisioned for exclusive use by a single organization
comprising multiple consumers (e.g., business units). It may be owned, managed, and operated

by the organization, a third party, or some combination of them, and it may exist on or off
premises.

* Community cloud. The cloud infrastructure is provisioned for exclusive use by a specific
community of consumers from organizations that have shared concerns (e.g., mission, security
requirements, policy, and compliance considerations). It may be owned, managed, and operated
by one or more of the organizations in the community, a third party, or some combination of
them, and it may exist on or off premises.

* Public cloud. The cloud infrastructure is provisioned for open use by the general public. It may

be owned, manaﬁed, and operated by a business, academic, or government organization, or some
combination of them. It exists on the premises of the cloud provider.

* Hybrid cloud. The cloud infrastructure is a composition of two or more distinct cloud
infrastructures (private, community, or public) that remain unigue entities, but are bound
together by standardized or proprietary technolo%y that enables data and application portability
(e.g., cloud bursting for load balancing between clouds).
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Virtualization — what and why?
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Application

Run-time / libraries

Operating system

Machine instructions

7.9.2021

Use case 1: run "foreign” software

Application

Run-time / libraries

Operating system

Machine instructions

SSSS

Application
Run-time / libraries
Operating system

Machine instructions

VM tech Application

Run-time / libraries

Operating system

Machine instructions

40
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Full virtualization

Application
Run-time / libraries
Operating system

Machine instructions

VM tech Application

Run-time / libraries

Operating system

Machine instructions

7.9.2021 coss 41
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OS as virtualization layer

Application Application

Run-time / libraries Run-time / libraries

Operating system

Machine instructions

7.9.2021 SSSS 42
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Runtime environment (e.g. Java)

Application

Run-time / libraries

“Operating system”

“Machine” instructions

Virtual machine Application

Run-time / libraries

Operating system

Machine instructions

7.9.2021 SSSS 43
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Application

Run-time / libraries

Operating system

Machine instructions
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Use case 1: run "foreign” software

Application

Run-time / libraries

Operating system

Machine instructions

SSSS

Application
Run-time / libraries
Operating system

Machine instructions

VM tech Application

Run-time / libraries

Operating system

Machine instructions
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Use case 2: isolate

Application Application Application

Run-time / libraries Run-time / libraries Run-time / libraries

Operating system Operating system Operating system

Machine instructions Machine instructions Machine instructions

VM technology

7.9.2021 SSSS
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Use case 3: scale

Customer 1 Customer 2

Application Application Application

Run-time / libraries Run-time / libraries Run-time / libraries

Operating system Operating system Operating system

Machine instructions Machine instructions Machine instructions

VM technology

7.9.2021 SSSS
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Levels of virtualization

* Hardware virtualization

* Operating system virtualization
* Desktop virtualization

* Application virtualization

* Network virtualization
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Network virtualization

* Network, its HW and protocols, is simulated with software so that it
looks like a different network to applications

* Different from OSI layer models

e |Is VPN a virtual network?
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Application virtualization

* Applications are compiled to machine-independent “machine ” code
* Applications are run with a virtual machine

e Benefits
 Same code can be run on different CPUs
* Increased safety. Why?

* Problems
* Performance
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Desktop virtualization

* When you run the ”“linux-desktop” (linux-desktop.cc.tut.fi) on your
windows machine
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Guest VM | VM | WM
Virtual Machine Mngr
(Hypervisor)
VMM
Host
Hardware

Mika Kaaretkoski, 1 !
Master thesis, 2018 .
Hypervisor Type |

F. Rodrguez-Haro et al., “A summary of virtualization techniques,” Pro-
cedia Technology, vol. 3, pp. 267 { 272, 2012, the 2012 Iberoamerican

Conference on Electronics Engineering and Computer Science. [Online]. Accessed:

4.8.2018 Available: http://www:sciencedirect:com/science/article/pii/
$2212017312002587

7.9.2021 SSSS

VM VM VM

VMM

Host OS

Hardware

Hypervisor Type Il

51
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More info in

* COMP.CS.110 Operating Systems

7.9.2021
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Type-1, native or bare-metal hypervisors

* Examples of virtualization that uses hardware assisted are Kernel-
based Virtual Machine (KVM), VirtualBox, Xen, Hyper-V, and VMware
products

e Hardware-assisted

* Pros & cons
+ efficient
+ provides service to all the guests in equivalent way
- requires cleaning of the existing system clean
- 1/0O device drivers must be available for installation in the VMM

Skipped 2021
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: of User

Ring 2 S Requests

Ring 1 [ENEHEON Binary
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Ring 0 of OS
Requests

Host Computer
System Hardware

Figure 5 - The binary translation
approach to x86 virtualization

Different approached
(source of pictures: VMWARE)

User Apps

Ring 3
Ring 2

Ring 1

Paravirtualized

Ring 0  cHesYer

Virtualization Layer

Host Computer
System Hardware

Direct

Execution Non-root

of User Mode

Requests Privilege

‘Hypercalls’ to the Levels

Virtualization

Layer replace

Non-virtualizable Root Mode

OS Instructions Privilege
Levels

Skipped 2020&2021
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of User
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Ring 1
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]

OS Requests
Trap to VMM
without Binary
Translation or
Paravirtualization

Host Computer
System Hardware

| Figure 7 - The hardware assist approach to x86
virtualization
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Type-2 or hosted hypervisors

* A guest operating system runs as a process on the host.

 VMware Workstation, VMware Player, VirtualBox, Parallels Desktop for Mac
and QEMU

* Emulation or binary translation

* Pros & cons
+ Virtualizing SW use device drivers and other lower-level services of host
- Loss of efficiency because more layers of SW involved

Skipped 2021



