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Lecture 11: hosting&monitoring
Kari Systa, 16.11.2021
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» Course matters

 Left-over about the automation
* Hosting and monitoring
 Summary of the pipeline

Kari Systa DD.MM.YYYY 2
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« Weekly exercises so far

* Docker basics: 99
 Docker compose: o4
 Message queue: 37
« Ansible: 9

 We have now initially scheduled three guest lectures:
« 23.11: Polarsquad, Knowit
« 30.11: Unikie

stay tuned for the details
« Exam time window will be 13-20.12. Signup’s are accepted

Kari Systa DD.MM.YYYY
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=% Job opportunities (e.g. master thesis)

« Sweco OY
« Automation of design tasks.

* University
* web programming / Production Automation group

Kari Systa DD.MM.YYYY 4
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Deployment pipeline (a possible

NN\ n \
Delivery team Version control Build & unit Automated User acceptance Release
tests acceptance tests tests
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App users
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vy A possible strategy to deploy a new version?
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Problems & issues?

NS




Deployment strategies



( Basic Deployment (aka Suicide)
i

Tampere Urwersty. (Dttps://harness.io/2018/02/deployment-strategies-continuous-

delivery/) all nodes are updated at the same time

Before After

Live Live Live

@

or

PP
bbP
PP
bbP
2k 2K 2
2k 2K 2
PHEB
2k 2K 2
D
R R
DbD.
b D

V1.0 V2.0 V2.0



https://harness.io/2018/02/deployment-strategies-continuous-delivery/

r-D Tampereen yliopisto Rollipg Deployment (https://harness.io/ZQ18/02/deployment-strategies-
Tampere University - continuous-delivery/) nodes are updated incrementally,

Before After

1 Node 2 Nodes 3 Nodes

L T
ot bl i bt b ek b
ik ot

" SHhh DD  DYH

V1.2

Live



https://harness.io/2018/02/deployment-strategies-continuous-delivery/

( (http://martinfowler.com/bliki/BlueGreenDeployment.html) the new version

=1 Tampereenyliopisto (Called green) is set up in parallel with the current (blue). When new (green) is

) Tampere University ready, the router is switched to new (green) and blue is left as a backup. If
something goes wrong with new, the router can be switched back to old - that
means easy “rollback”.

Before After

Staging Live Live Staging

RBRS ome RRE&R e
MBRE& s Rddd s
MEBRd Smme RbR®&R S

V1.2 V1.1 V1.2 V1.1



http://martinfowler.com/bliki/BlueGreenDeployment.html

C ~ Canary Releases (http://martinfowler.com/bliki/CanaryRelease.html )
%mpg;gelj‘n{';ggﬁm im‘olements the deployment incrementally. In this case the router first directs
P ¥ only part of the customers to the new version. If feedback is is good, the
other customers are moved to new version, too

Before After

Live Live Phase 1 Live Phase 2 Live Phase 3

verification verification

TR

BB R oY ﬂ““m
BB R Rk | com | oo

V1.1 V1.1 V1.1



http://martinfowler.com/bliki/CanaryRelease.html
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Vil i How about the data?

Creation and
initialization
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Data migration

* Versions of the data bases
* Data migration scripts are needed.
* Rollback need to be possible



They are then sorted by version number and executed in order:

— Shiny DB Version = 2

SCHEMA _VERSION

The schema history table is updated accordingly:

flyway_schema_history

installed_rank version description type script
1 1 Initial Setup SQL V1__Initial_Setup.sql
2 2 First Changes SQL V2__First_Changes.sq|l

3 2:1 Refactoring JDBC  V2_1__Refactoring

E T

checksum

1996767037

1279644856

- Shiny DB

SCHEMA _VERSION

=S

installed_by installed_on execution_time success
axel 2016-02-04 22:23:00.0 546 true
axel 2016-02-06 09:18:00.0 127 true
axel 2016-02-10 17:45:05.4 251 true
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Example of data base automation
https://flywaydb.org

” Flyway is an open-source database migration tool. It strongly favors
simplicity and convention over configuration. It is based around just 6
basic commands: Migrate, Clean, Info, Validate, Baseline and Repair.
Migrations can be written in SQL (database-specific syntax (such as

PL/SQL, T-SQL, ...) is supported) or Java (for advanced data
transformations or dealing with LOBs).”
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Automation challenges

e 7 ..provisioning scripts were considered error-prone and, according to
developers, they did not work in some environments...”

e 7 ..automation of the network in was said to be difficult in addition to
dealing with legacy system...”

* "Networks are pretty hard. Some of the databases are pretty hard too
because the old relational databases haven’t been designed to be
clustered...”
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Artefact repository

UAT
R
Configure environment
Pliomcir * Depioy binaries [
Smoke 1est
Developers deployments
See code melrics
and test failures . ——
Y Y
Acceptance stage - Capacity stage o
Configure environment Configure environment
Deploy binares Deploy binaries ndl
Smoke test Smoke 1est
Acceptance tests Run capacity tests
————
Production
>
Configure environment
Deploy binaries -
Smoke t1est
reports
binanes reports reports
§ metadata binaries | ymetadata binanes| ¥ metadata
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Huge number or tools available

e https://digital.ai/periodic-table-of-devops-tools

* https://landscape.cncf.io



https://landscape.cncf.io/
https://landscape.cncf.io/
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. Source Control Mgmt.

. Database Automation
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Open Source
Free
Freemium

. Continuous Integration . Release Orchestration . Security
. Collaboration
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CodeDeploy
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Rancher
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Rk
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75
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Enterprise DevOps

Y Follow @xebialabs
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106 En

Sw

ServiceNow

108

Tl
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Deployment Pipeline

Versioning Control Code Management
System and Analysis
I ----------- 1 I ----------- 1
I Stash (S1) SonarQube (S2,
| Git/GitHub (S1, S2, 1 | $20)
1 S15,S17, S58, S63) 11 Ndepend (S18)
! BitBucket (S2) PartCover (S18)
1 Subversion (S20, CheckStyle (S42)
: S$30, S33, S38, S39, , ! Flexelint (S52)
1 542) geov (S52)
I IBM Rational CodePlex Stylecop
I ClearCase (S14) (S62)

= = = ———

Build System

Make (S15)
Maven (S20)

I Ant (S39)

NAnt (S18, $47,
$54, $62)

CI Server Testing Configuration and
Provisioning
| B e Fas v ms | =S 1
t Bamboo (S1,520, ! ; NUnit (S18, S62) | I Puppet (S58)
! §33) 1 TestLink (35) | | yum ($58)
1 Jenkins (52, S14, | 1 JUnit (S35) | I Hiera (S58)
1'S17, 820, 826,27, 1 Athena (S35) : ! Chef (S63)
1 530, 835,862,863, 1 | CUTS (S54) I
I S66) : 1 NAFT (S38) : :
| CruiseControl I :Microsoft MSTest | ,
1(S15, 518,538,847, | ; (362) 11
! §54) | 1Selenium (S62) | :
| Sysphus (S21) 1 | MbUnit (S62) 1
| Hudson (S32) : 1 Borland Silk4Net : :
; Hydra (S23) 1 1(862) I
| TeamCity (S39, | 1 |
) 1! I
I Tinderbox (S52) : I : :
: 2 I
| L4 (I
| ' 11
I L ] P

CD Server

I HockeyApp (S1)
1 Deployr (S17)

I Jenkins (S30)

1 Microsoft Web
I Deploy (562)
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Im p| ications A Infrastructure Infrastructure
Pets are given names like grumpycat.petstore.com Cattle are given numbers like 102007 13.cattierancher.com

t O d e V e | O p e rS They are unique, lovingly hand raised and cared for They are almost identical to other cattle
When they getill, you nurse them back to health When they get ill, you replace themand get another

httpS '//C|OUd rum bllngs' IO/CIOU Infrastructure is a permanent fixture in the datacenter Infrastructure is stateless, ephemeral, andtransient

d-farm-pets-cattle-unicorns-

an d_horses_gs 27 1d9 15260 Infrastructure takes days to create, are serviced weekly, Infrastructure is instantiated, modified, destroyed and recreated
maintained foryears, and requires migration projects to move in minutes from scratch using automated scripts
Infrastructure is modified during maintenance hours and Infrastructure uses version-controlled scripts to modify any
generally requires special privileges such as root access service without requiring root access or privileged logins
Infrastructure requires several different teams to coordinate and Infrastructure is self-service with the ability to provision
provision the fullenvironment computing, network and storage services with a single click
Infrastructure is static, requiring excess capacity to be dormant Infrastructure is elastic and scales automatically, expanding
foruse during peak periods of demands and contracting on-demand to service peak usage periods
Infrastructure is an capital expenditure that charges a fix amount Infrastructure is a operating expenditure that charges only for
regardless of usage pattemns services when they are consumed

When your servers get sick, do you nurse them back to health or shoot them?
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Implications
to developers

https://cloudrumblings.io/clou
d-farm-pets-cattle-unicorns-
and-horses-85271d915260

Pets

Legacy

g . Infrastructure

Pets are given names like grumpycat.petstore.com
They are unique, lovingly handraised and cared for

When they getill, you nurse them back to health

Cattle

Cloud-Friendly

Infrastructure

Cattle are given numbers like 10200713 cattlierancher.com
They are almost identical to other cattle

When they getill, you replace themand get another

Infrastructure is a permanent fixture in the datacenter

Infrastructure is stateless, ephemeral, andtransient

Infrastructure takes days to create, are serviced weekly,

maintained foryears, and requires migration projects to move

Infrastructure is instantiated, modified, destroyed and recreated

in minutes from scratch using automated scripts

Infrastructure is modified during maintenance hours and

generally requires special privileges such as root access

Infrastructure uses version-controlled scripts to modify any

service without requiring root access or privileged logins

Infrastructure requires several different teams to coordinate and
provision the fullenvironment

Infrastructure is self-service with the ability to provision

computing, network and storage services with a single click

Infrastructure is static, requiring excess capacity to be dormant

foruse during peak periods of demands

Infrastructure is elastic and scales automatically, expanding

and contracting on-demand to service peak usage periods

Infrastructure is an capital expenditure that charges a fix amount

regardless of usage pattems

Infrastructure is a operating expenditure that charges only for

services when they are consumed

When your servers get sick, do you nurse them back to health or shoot them?
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How to monitor



Recall a possible microservice architecture
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s the problem

*ln your application code?
°ln your intrastructure code?
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CloudWatch m Add to Dashboard  Actions o 00
Dashboards
| Alarms q Fiter: StateisOK ~ Q Search Alarms X € € 1wretisem > )]
8 O SSM CPU Alarm CPUUNRzation >= 30 for 3 minutes
oK (1]
B8dng 1 Alarm selected |a80
Events
Alarm:SSM CPU Alarm
Rules P—
Logs Ostals | History
Metrics '™ State Detalls: State changed to OK at 2017/04/00. Reason: Threshold Crossed: 1 datapoint ; S3M CPU A
© 16509099990000098) was not greater than or equal 10 the Pveshold (30.0) ; CPUzation >« 30
Description: EC2 instance Alrm based on CPU Usiization
Thveshold: CPULSIZatON >= 30 for 3 minutes o
Actions: In ALARM: « Send message 10 10pic “awsconfig-topic” "
Send Message 10 0P “awsConig-topic” (hashipBamaron com) %0
Namespace: AWSEC2 - ]\
Metric Name: CPUUNIZatoN . o0 &0 10

Dimensions: Instanceld « -0690170e 109809901 (sam-2) | @ Qoc 0400
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Sometimes
separated
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J Rcoiiatt wiong What might be monitored
* Availability
* MTBF (mean time between failures)
* Throughput
* Response time
* Latency
* Security threats
* Scalability
* Cost per customer
» Usage (recall A/B testing)
* Application specific measures
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* (Optional) implement monitoring and logging for troubleshooting.
This should be a separate service that the user can use through
browser. It should show at least start time of the service, number of
requests it has received after start.

* Waiting for creative solutions !
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“terms”

* QoS (Quality of Service): measure of capacity,
performance etc.

* SLA (Service Level Agreement): an agreement between
provider client about capacity, performance etc.

* Or at least promise
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Tampere University s //www.wired.com/insights/2011/12/service-level-agreements-in-the-cloud-who-cares/

(Thomas J. Trappler; “If It’s in the Cloud, Get it on Paper: Cloud Computing Contract Issues”
https://er.educause.edu/articles/2010/6/if-its-in-the-cloud-get-it-on-paper-cloud-computing-contract-issues.)

* Codifies the specific parameters and minimum levels required for
each element of the service, as well as remedies for failure to meet
those requirements.

e Affirms your institution’s ownership of its data stored on the service
provider’s system, and specifies your rights to get it back.

* Details the system infrastructure and security standards to be
maintained by the service provider, along with your rights to audit
their compliance.

 Specifies your rights and cost to continue and discontinue using the
service.
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* Availability (e.g. 99.99% during work days, 99.9% for nights/weekends)

* Performance (e.g. maximum response times)

 Security / privacy of the data (e.g. encrypting all stored and transmitted data)
* Disaster Recovery expectations (e.g. worse case recovery commitment)

* Location of the data (e.g. consistent with local legislation)

» Access to the data (e.g. data retrievable from provider in readable format)
* Portability of the data (e.g. ability to move data to a different provider)

* Process to identify problems and resolution expectations (e.g. call center)

* Change Management process (e.g. changes — updates or new services)

* Dispute mediation process (e.g. escalation process, consequences)

 Exit Strategy with expectations on the provider to ensure smooth transition
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e 23.11: Two guest lectures
* PolarSquad
* Knowit (ex Cybercom)

e 30.11: Guest lecture (Unikie) + Kubernetes
* 07.12: Recap



